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中文摘要：
近年來資安組織執行誘捕系統(honeypot)部署時，時常發現資訊蒐集效果不彰，即使部署完成，卻無法吸引攻擊者前來探測，故如何選擇部署節點及降低被反偵測的機率是誘捕系統部署的重要議題。本研究結合機率與網路路徑分析技術論，建立一個誘捕系統的部署分析數學模式，改進現有靜態佈雷區及網路欺敵為主的部署策略，採用動態部署策略，估算誘捕機率；此外，本研究將假設在不同的網路服務品質(QoS)環境下，運用最小成本法以分析駭客連線的最佳路徑，進而選擇的最佳部署節點。系統驗證將以NS2(Network Simulator, version2)工具模擬隨機部署及動態部署策略，比較及分析案例中的網路「建議部署節點」與「最佳部署節點」。
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Abstract:

There exists a problem which honeypot cannot effectively appeal hacker to explore, when it has been deployed on external or internal networks. Therefore, it is imperative to select appropriate deployment nodes and decrease the possibility of anti-detection from hackers for decoy system deployment. In this paper, a deployment assessment model, based on possibility theory and network analysis techniques, is developed to improve the limitations of static way of deployment. Furthermore, we also evaluate the feasible routes that hacker may pass through by minimizing cost under various QoS assumptions, and suggest the best network node or location to deploy. The system validation is conducted with simulation using NS2, testing by cases with respect to random deployment and dynamic deployment strategies, to order to locate feasible deployment nodes and best deployment node.
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